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Purpose

The purpose of this document is to detail the changes that have been made in the latest (September 2014)
DESlock+ Enterprise Server and Client. The document describes the most significant changes, where either
new functionality has been added or the user experience has changed.

Change History

VERSION DATE

1.0 22" September 2014
1.1 26" September 2014
1.2 30" September 2014
1.3 6" October 2014

1.4 19" November 2014
Applies To

This document applies to the following versions of DESlock+

Description

Release Candidate 1

Release Candidate 2

Full Release

DESlock Limited 3 Heron Gate Office Park, Hankridge Way, Taunton UK. TA1 2LR
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AUTHOR

Duncan Hume
Duncan Hume
Duncan Hume
Duncan Hume

Duncan Hume

DATE
22" September 2014

1%t October 2014

18" November 2014

DESCRIPTION

Initial document

Added Unmanaged Full Disk Encryption Ul
Updated email template details

Added Applies to Section

Added full release to Applies to Section

VERSION

DESlock+ Client 4.6.9
Enterprise Server 2.4.23
DESlock+ Client 4.6.14
Enterprise Server 2.5.0
DESlock+ Client 4.7.4+
Enterprise Server 2.5.2+
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Full Disk Encryption

UEFI, GPT & Windows 8

The main purpose of this release is to provide support for Full Disk Encryption on Windows 8 with UEFI. New
systems that ship with Windows 8 (or 8.1 etc.) may be configured in UEFI mode. This release allows these
systems to be Full Disk Encrypted by adding UEFI and GPT disk support.

Hardware Information

Manufacturer: Dell Inc. - Disk D 478.00 GB
: OptiPlex 020 . —
Model pti @ Encrypting € (No Name) 478.00 GB
Boot Mode: UEFT
%
BIOS Version: ADS

Full Disk Encryption with UEFI systems is not specific to Windows 8; Windows 7 x64 is also supported.

Improved Compatibility Checks

In previous versions, the DESlock+ client carried out compatibility checks when the command to start Full
Disk Encryption was received. Attempting to start Full Disk Encryption on a system that may not be
compatible could result in an error being returned to the Enterprise Server. In some cases the compatibility
checks could be overridden and Full Disk Encryption would succeed. However in some cases, this would
result in the system becoming unbootable, with the only course of action being to use the DESlock+
Recovery CD.

@ Full Disk Encryption : DH-81DBG

Compatibility Checks

With the new release, the DESlock+ Client reports compatibility
information to the Enterprise Server before Full Disk Encryption is

No Incompatibilities

started. This enables the Enterprise Server to display information No ssues were reporied b th Full Disk Encypton compataitytsts on s
‘worl on.
about compatibility and allow the encryption to proceed or not, Chosee o start made and cick Next to contine.
without having to send the command to the workstation. Hore Information

Results of the compatibility checks are listed in the Enterprise
Server at the beginning of the Full Disk Encryption wizard. This
includes any incompatible software found, disks already
encrypted with other software, warnings and suggestions for how
to proceed. Cancel

Select Start Mode -

There are 3 types of compatibility items, each shown in a different colour.

Green items contain information about the system.

1. Bitlocker
The boot drive on the workstation is encrypted with Bitlocker. To Full Disk Encrypt

the (==

items contain warnings, including any special

Onc| 1. Touch Interface

COHdItIOﬂS or actions to perform to SUCCESSfUIly start toc This_Workstation is configured with_ support for a touch interface. The installet_i
encryption. B
| Ifyc| 1. RAID

ente| This Workstation is using a RAID Disk Controller. Raid controllers can cause
——| problems with Full Disk Encryption. Either Disable Raid on the Workstation or use

Red items contain incompatibilities. These include any Safe Start mode to check for compatibility with your RAID controller
. . . . More Information
issues found that will prevent encryption from working.
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A start mode must be selected to start Full Disk Encryption from the Enterprise Server. Which start mode is
available depends on the results of the compatibility checks. In normal operation either Normal mode or
Safe Start mode are available. If any warning items ( ) are reported, then only Safe Start will be
available. If any incompatibilities (Red) are reported then encryption cannot be started.

Normal Start mode starts encryption in the same way as previous version of DESlock+. This follows password
& user options set in the wizard. This option does not require a reboot.

Safe Start mode introduces new functionality to test for Full Disk Encryption compatibility, see the next
section for details.

Safe Start mode

This release introduces Safe Start mode, which provides a Select Start Mode  ~

means to test for system compatibility with Full Disk

Encryption.

Safe Start mode is the recommended way to start Full Disk Safe Start

Encryption, in some circumstances; Safe Start mode will be Additional pre-boot tests will be performed before encryption begins.
the only option available. This depends on any compatibility The workstation must reboot before encryption can start,

issues that may have been found. =

Safe-Start Mode changes the current FDE process by postponing encryption until the DESlock+ boot loader
has successfully run. During Safe Start mode the system must be rebooted.

To begin, DESlock+ installs the boot loader then restarts the system. In Safe Start mode, the boot loader
does not require user credentials to be entered and, after a short delay, continues to boot the system.

Uersion 1.95%
If the resident portion of the DESlock+ boot
loader is detected, the FDE process continues.
The user is asked for their credentials and Safe Start Hode

encrypt'on Stal’tS. Windows will now start and Full Disk Encryption will continue

If Windous does not start, please reboot
and the system Will be restored to normal

If the DESlock+ boot loader does not run
successfully and the system does not boot, the
original system state is restored. The system will
then restart as normal, with no recovery required.

Press Any Rey to Continue (29)

Workstation ID: 3C63CBDD-42FE-11E4-B3BZ2-HBACZI9ACDOAE
Copyright (c)2?2B812 DESlock Ltd.
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Multiple Partitions, Multiple Disks

Full Disk Encryption has been further improved by providing support through the Enterprise Server for
selecting disks & partitions to be encrypted.

- Change Disk X - Disk 0 B8.00 GB
Choose disk partitions to be encrypted. Not Encrypted C: (No Name) 7.99 GB
The selected partitions must be on the same disk. Additional disks can be encrypted once initial
encryption has completed. . Disk 1 5.00 GB

s oisco I @ Encrypted E: (New Volume) 19568
C: (No Name) Encrypted F: (New Vol 304GB
30.00 GB 2577 GB NTFS (System) @ Encryp! © (New Valume] -
GPT (Boot)
- Disk 2 5.00 GB
e | . ‘
@ Encrypted G: (New Volume) 4.99 GB
E: (New Volume) F: (New Volume)
10.00GB .88 GB NTFS 5.08 GB NTFS
GPT
s Mot Encrypted Encrypt | | Mot Encrypted Encrypt . Disk3 4.00 GB
Mot Encrypted H: {New Volume) 195 GB
[ Show Non Encryptable Partitions oK Cancel Not Encrypted I {New Volume) 2.05 GB

When starting full disk encryption, partitions on the main system disk are automatically selected. Partitions
on other disks can be selected, but only one disk can be operated one at a time. Partitions that cannot be
encrypted are not displayed; they can be viewed using the ‘Show Non Encryptable Partitions’ option. Once
encryption is complete further disks can be encrypted. Individual partitions can also be decrypted using the
same interface.

Hardware RAID & Intel Rapid Storage Technology

This release provides updated support for systems with RAID controllers, Intel RST and ‘RAID Ready’. This
includes systems from well known manufacturers such as DELL, HP and IBM that are pre-configured with a
single disk in RAID mode.

Earlier versions of DESlock could cause problems with some of these systems. With the addition of a revised
boot loader and the introduction of Safe Start mode, use on unsupported hardware should not result in an
un-bootable system.

Enterprise Server User Interface

be started directly from the workstation details, or as Licence Typetz): Fro

In the Enterprise Server, Full Disk Encryption can now | [ ~ j| testiogin@desiock.com
[ et
before from the user window.

State: User is active

Starting Full Disk Encryption now consists of a wizard ¥ Goto i Deaciivate

that leads you through the settings. This includes the Name -

i o X _ o o (8 a| DH-W7-EFI
com‘p?tlblllty checks, user login information and disk ctatue: Normal
partition selection. —

Mot Encrypted
The Enterprise Server interface for adding a new Full Disk B Werletation Details _
Encryption login has also been improved, making adding | et |r Full Disk Encryption | ©) o, Tools ~

additional users to a workstation easier.
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DESlock+ Full Disk Encryption

Unmanaged User Interface

The disks shown below are available for encryption,

I“k+ You can choose to encrypt the whole disk, or individual drives.

protect your data.
Label Drive  Information

Disk 0 (MBR) - VMware, VMware Virtual §

The unmanaged (standalone) client user interface for
starting Full Disk Encryption has also been improved.

DESlack+ Full Disk Encryption

DESlock+ needs to check your PC.

DESlock™”

Before encryption can begin, DESlock-+ wil install and run a set of

. . wotect your data.

Starting encryption when unmanaged now always uses Safe bt e
Start mode. This performs the same function as with @ This s necessary to protect your data and PC.
managed mode and requires a restart before encryption will S ——

. . your PC will be restarted automatically.
begin. (See Safe Start section)

Click the following link to read more KE177

Click Finish to activate Safe Start and restart your PC.

@ DESlock+ Full Disk Encryption

When starting Full Disk Encryption DESlock+ automatically

generates an admin login and password. This login and For supportplease go to htpilsupport desiock.com
. . . Saved On : Friday, September 26, 2014 10:31:15
password is required to make any changes to encryption, N - -
The following information MUST be kept safe as it is required to decrypt the specified PC.
to m0d|fy user |ogins or |f a user password iS forgotten. |t It is also required for user management and logging in if you forget your user password.

is important that admin login credentials be kept safe. Workstation [0 6246A0CE-SDD- 1R 8265-0006 20443200
Workstation Name : DH-WIN8-BOOTTST

Admin Details

Unmanaged Full Disk Encryption requires that the admin Username .
. . Password PQEHTJBMAJVEZHCP
credentials be saved before encryption can be started. The i - )
. ) ) Please be aware that the Password is case sensitive and spelt phonetically below.
Credentlals are now SaVEd to an html flle that Conta Ins Phonetics : PAPA QUEBEC SIX HOTEL TANGO juliett BRAVO MIKE ALFA JULIETT VICTOR
. . . ECHO zulu HOTEL charlie PAPA
more detailed information.

For further information, please see the following KB article http:/support.deslock.com/kb164
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Enterprise Server

New Look

The look and feel of the Enterprise Server interface has changed, giving it a more
flat look. However, the basic structure of the interface has not changed.

Fa‘\

Users

Stores users within the Enterprise Server.
Once users are activated on a workstation, policy can be applied to them via the Group Policy panel.

i (i3 Generate Activation Codes *g|Post Key-File = All Users -

Email = MName Full Name Status

Licensing

Previous versions of the Enterprise Server supported multiple licence types, however only one licence could
be applied to a user. This update adds the ability to licence users with more than one product type.

There are currently two product types available.

e Windows — The DESlock+ Windows Client, which includes the normal licence types: Pro, Standard
Edition and Essential Edition.

e Mobile — Currently DESlock+ Mobile is available for iOS devices.

Licence Details
Active Licence(s): Licence Type Serial Number Expiry Info
Mobile BOD03SCT Support expires Tue, Nov 11 2014
Standard Edition Trial — B0OD035C8 Trial expires Sat, Dec 13 2014
) Generate Activation Codes X
A user can now be licensed for each product type but only Plesse seee ’"EDES_'_‘:‘: ":e"“ Ype You wsh o actete
with 1 type of licence from each product type e.g. 0 wovie
DESlock+ Pro and DESlock+ Mobile or N
. .. bob@deslock.com requires a2 DESlock+ for Mobile licence.
DESIOCk+ Essentlal Edltlon Or Click Next to continue and choose from the available licences and generate an
. activation code. o
DESlock+ Mobile . (e o z
you have config
user bob@deslock.com requires a DESlock+ for Mobile licence.
Please choose from the available licences below.
A user is automatically licensed when an activation code is Send users Acty
generated. To support the new licensing, the activation Licence Deseripion Mvalletle | Tol
. Mobile 10S Perpetual 9 10
interface has also changed. Hobi Subscpion 108 Subserpion ; 0

Maobile Trial i0S Trial (a) 10 10

This multi user licence can be used. 1 licence will be redeemed leaving the new
available count at 8.

When generating activation codes, the product type for the licence
must first be selected *. Then if the user is not already licensed, a
specific multi user licence can be chosen for that product type. |

Maintenance on this licence expires on Wed, Nov 12 2014

Back H Generate H Cancel

*Product types will only be shown for pools of licences that have been added to the Enterprise Server. If Mobile licences
have not been added, then they will not appear in the list.
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E ma | | S Testnachricht

Herzlichen Glickwunsch. Die Testnachricht M dc omp"hgcn Dies zeigt
an, dass.die E-Mailloteacation richtio.koofiay

Emails sent from the Enterprise Server have been updated with a _

new look and now use a template system. This means that the 920 Message de test
emails can be customised. For more information See: essages oo coeceran oot

http://support.deslock.com/KB144 = «5;

XY E-JDOFZ I

The default templates included are available in English, Polish, ﬁ;’;ﬁfzggggfﬁaﬂ““t*”"'%% RFA—IL
German, Dutch, French, Spanish and Japanese languages. : B —
During activation, the email language can be selected for the user. TestMessage

Congratulations, the test message has arrived and this shows the email
Integration is configured correctly.

The Enterprise Server can send emails to users automatically to include
information such as activation codes and full disk encryption login details

' Send users Activation Code in an E-mail? Language English v This message was created by the Enterprise Server on Fri, Sep 26 2014

Custom Templates

Any further emails sent from the Enterprise Server for the user will be in Wl 2o inou o can customize the tempates used b the
the selected language. T

additional language translations for use in your own
environment

There are more details on our knowledgebase.

Active Directory Synchronisation

Previous versions of the Enterprise Server provides synchronisation with Active Directory, however only
users that were configured with email addresses could be imported.

. Active Directory Settings X
This release adds new options, to allow importing of

users without email addresses from Active Directory. [ Acive iectors et |S/RERmion Mot e s

Email addresses can now be obtained from different o R D e e x
fields or generated from other information. d -

€ Synchronisation Mode

tc

w : . Active Directory Settings X

The options are:

User Import Settings

e Require E-Mail-Address (Mail) attribute m
. . . Di Select a mode fmm the _Iist below to cnptml huw user_remrds are handled when ‘
° Use User_Pr|nc|pa|_Name attribute (UPN) to ?“mnd%:gmnmmwandwmch attribute will be used to specify the user's
e Use E-Mail-Address (Mail) attribute if available O | Use SAM-Account-Name with sufx v
L U se SAM'ACCOU nt'Na me With SUfﬁX g Create an Enterprise Server user using the sAMAccountName attribute from Active
. . Directory, and appending the user defined domain suffix below.
b U sé Com mo n-Na me (CN ) Wlth SUffIX IE; If the sAMAccountiVame attribute is missing or empty, the user will be ignored and will
|: not be imported.
B If the domain suffix below is left empty, all users will alzo be ignored and will not be
imported
The Active Directory settings are available from the !
|: Email Suffix:  deslack.com

Enterprise Server control panel. They can be found in the
Organisations section.

The suffix will be placed after the selected username and the '@' symbal.
For example: user@deslock.com

DESlock Limited 3 Heron Gate Office Park, Hankridge Way, Taunton UK. TA1 2LR
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Secure Webserver Configuration (SSL/HTTPS)

Configuring a previous version of the Enterprise Server to use SSL requires manual configuration of the pre-
installed Apache web server. This release provides a user interface to configure SSL, generate or import a
certificate and force redirection to the secure HTTPS connection.

| Apache Web Server Configuration x |
__ Apache Web Server Configuration x|
SSL Details . Apache Web Server Configuration X
Certificate Options

(! Enable SSL server support

Th he 1 he for Details of the certificate that will be, or is being, used. Click Crea;
e Apache server will listen on the chosen port for S a new self signed certificate, or Upload to upload an existing 3rd
must ‘be a different port than the regular HTTP port. The por| certificate. Enter options to enable auto redirects within Apache.
use already.
HTTPS Port: 443

Force HTTPS usage: [+
Issued To:  localhost

Force any attempt made to access a non secure page (HTTP) to be redirected
Issued By:  Enterprise Server Self Signed Certificate Dol

Valid From: | Fri, Sep 19 2014 07:44:21
Valid Until: ' Sat, Sep 19 2015 07:44:21

Algorithm:  RSA (20486 bits)

4 Upload certificate

-

The Apache Server SSL Configuration is available from the Enterprise Server control panel. It is found in the
Settings section.

| . Mpache Server SSL Configuration |

Please note that the Apache SSL Configuration should only be performed on an Enterprise Server pre-install running the
version of Apache in the pre-install.

. Tl
SMTP Support for Gmail / TLS ef Configure SHTTP seiver
SMTP server smtp.gmail.com
Support for SMTP servers has been improved. SMTP port 587
 Use a secure connection (TLS)
. . . . + Authentication is required
Emails can now be sent using Gmail or other email
services that require TLS secured connections. User Name: | example@gmail.com

Password: | sssssssssssss

DESlock Limited 3 Heron Gate Office Park, Hankridge Way, Taunton UK. TA1 2LR
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Workstation Information Logs

The workstation information returned from the DESlock+ Client
to the Enterprise Server can now be viewed and downloaded.
This can be useful for diagnostic purposes.

The Workstation Log can be downloaded from the Workstation
Details window.

e L

& | ¥ Edit | @ Full Disk Encryption ©§ | eésTm;g-
5 Update Workstation Details

@) Uninstall Code

|ﬂ Download Workstation Log 4

DESlock Limited 3 Heron Gate Office Park, Hankridge Way, Taunton UK. TA1 2LR
www.deslock.com
Page 11 of 12

DESlock+ Enterprise Server - Workstation Log : DH-W7-EFI
Wed 24th September 2014, 10:59:15 BST

Enterprise Server Version 2.5.0

Organisation Duncan Test

Workstation Name DH-W7-EFI

Workstation ID DC32629C-34ED-11E4-B156-000C29CBF59A
Description

Workstation Type PC

Uninstall Code THBH7-C92F6-XC35Q-QBGDW-RGKRG-TZMZV-ZKHZMF
First Activated Fri, Sep 05 2014 12:17:34

Created Fri, Sep 056 2014 12:17:34

Created By SYSTEM

Modified Fri, Sep 05 2014 12:17:34

Modified By SYSTEM

Workstation Status
UpdatePending : true
HasFDELogins : false
HasAuthenticatedUsers : true
PendingEncryption : false
PendingDecryption : false
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User Activation

This release improves activation of the DESlock+ Client by including
a clickable button (link) in the activation email. To activate DESlock+
all the user has to do is click on the button and choose a password. DESlock+ Standard Edition Trial

Your Systems Administrator has sent this activation for your PC.

Activate DESlock+
Activate DESlock+ Click on the button to activate DESlock+ on your systems.

. . . . . . | Probl tivating?

Some email clients may block the activation link, e.g. some web mail & " ¢

. . . . ) g If your Emall client has blocked the activation button, open the
clients. If this happens, a file attachment is also provided. Double attached acivation file.
clicking on the attachment performs the same activation function. DSt Ao dimtiay, oM the activaton cads o the
The activation code is also provided, as with previous DESlock+ Y4GOU-FEQ2A-MBNXT-CDBUW-6CEXY-Z1 GFR-ELW7YD
versions this can be copied & pasted or typed into the activation Don't have DESlock installed?
W| ndOW. Please ask your Administrator for a copy of DESlock+
DESlock+ Mobile Cancel  ctvate

The Enterprise Server now supports management of DESlock+ Mobile.

DESlock+ will now be activated
To use DESlock+ Mobile in managed mode, simply generate a Mobile WithEﬁ?::ﬂo,rga:iﬁéati?n'S
activation code for a user, making sure to email it to them. DESlock+ { Back  Choose a Key
Mobile can only be activated through the activation email; activation

using a code is not supported.

PASSWORD

Ei Use a Password

|as

Once activated the user has access to their encryption keys.
ENCRYPTION KEYS

|5l Orgarisation ), DES‘IT)'ckx Key
H o Users 0001
= B Workstations ) Marketing
+ ¥ Remote Deskiop Services 004083011
H Mobile Devices o Production
) Sales

40830113 AE

After activation, the Mobile device appears in a new Mobile Devices section in the
Enterprise Server.

PRl DESlock+ Mobile is available for Apple iOS devices and can be downloaded from the App
. U MG Store. https://itunes.apple.com/app/deslock+-for-ios/id880602467?ls=1&mt=8
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